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Application Security Scoping Questionnaire

Answers to these questions will help us give you an accurate estimate. Please try to be as detailed as possible when answering the questions. Thanks!

Static Application Security Testing vs Dynamic Application Security Testing
	SAST
	DAST

	Takes the developer approach: testers have access to underlying framework, design, and implementation
	Take the hacker approach: testers have no knowledge of the internals

	Requires source code or binary, does not require program execution
	Execution of program required, do not need access to code or binary

	Early in the SDLC
	Late in the SDLC

	Evaluates application
	Evaluates environmental and runtime issues

	Supports testing of sequential design process environments, real-time systems, mobile applications and software on embedded devices
	Supports testing of web applications and services, servers, databases, and caches




For Static Application Security Testing

1. Are there single / multiple applications to test? If multiple, please mention number of applications? (If multiple, please mention about each application individually)

2. Is there a single login page for an application?

3. Does the application consist of separate modules? If yes, how many modules and do they have individual login pages?
.
4. Please give us a brief description of the application: 


5. What is the application type?
	Type
	Yes/No

	Browser based GUI
	

	Thick client
	

	Webservice
	

	Mobile application
	

	Others, please specify
	




6. If a thick client, which protocol does it use?
	Protocol
	Yes/No

	HTTP
	

	ODBC
	

	Others, please specify
	



7. How many pages/screens (or methods for webservice) does the application have? (If not exactly, please provide the nearest approximation)

8. How many pages/screens take user input? 

9. Does the application use any special client-side technologies? (Ajax, Java Applets, Flash, Smart cards etc.)
	Type
	Yes/No

	AJAX
	

	Java applets
	

	Flash
	

	Smart cards
	

	Others, please specify
	



10. Please provide number of privilege levels present in the application (e.g.: Administrator, Supervisor, Approver, Requestor, User, and Call Centre Agent).

11. Is there any application firewall in front of the application?

For Static Application Security Testing
Please fill below only if you are looking for Static Application Security testing.



12. The following information is needed for SAST, please fill this table only if you need SAST.
	Activity
	Count

	Lines of Code
	

	API for testing
	

	Web Apps
	

	Databases
	

	App Architecture review (Threat Modeling)
	






For Infrastructure Penetration testing 
Please fill below only if you are looking for Infrastructure Security testing.


13. The information below is required for Infrastructure VAPT/


	Device model 
	type
	It is accessible from internet

	E.g. Cisco 3845
	switch
	yes
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