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13 years in Business

ISO 27001, ISO 20000, and ISO 9001 Certified Company.
Senior team members have over 25+ years of experience in
Managing IT Infrastructure and Information Security for various
sectors.

Supporting 18000+ endpoints.

Supporting 80,000+ indirect users by way of managing portals
and websites.

Supporting users across India, Germany, Middle East, US,
Canada, UK, Singapore, Mexico etc.

Technology partnerships with major products and services.
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Perimeter Network Monitoring
and Management

Security Information and
Event Management

Security Operation Centre
Vulnerability Assessment &
Penetration Testing

Identity Management Services
VPN Management

Virtual CISO

Intrusion Prevention &
Content Filtering

MDM

Security Service Offerings
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Security Governance for ISO
27001, GDPR, PCI, HIPAA, etc.
Patch and Anti-Virus
Management

Security Configuration
Management & Hardening of IT
Assets

Managed Data Loss Prevention
Information Security Audits
Information Security Incident
Remediation Services

IT Security Dashboards
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» Improve overall security posture of an organization

> Aggregate log file data from disparate sources

» Create holistic security views for compliance reporting
» Build a historical forensic foundation

» Incident tracking
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Log Data Threat Data
Flow Data Contextual Data

SIEM



Attack Surface Coverage
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N B Incident Response Threat Intelligence Quality Assurance

Detection

» ldentification » Alerting » Threat hunting » Optimization
» Correlation » Incident » Intelligence » Tuning and

» Aggregation management collection Maintenance
» Retention » Communication » Vulnerability » Metrics

» Scanning management

» Monitoring
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Real-time

Network Monitoring - Net Flows
Perimeter

Configuration

Critical Files Changes
Privileged Use

IDS/IPS

24/7 Shift Schedules

Follow the sun

UBA/UEBA
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» Detection » Eradication

» Analysis » Recovery

» Prioritization » Forensic Investigation
» Response » Learning

» Containment




Team Hierarchy
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The SOC manager, who runs the team, oversees all security operations, and ensures that
the organization’s digjtal assets are protected from unauthorized access. He responsible
for managing a team of security analysts and engineers and ensuring that they are
working effectively to protect the organization’s computer networks from cyber attacks.

Security engineers, who build out and manage the organization’s security architecture.
They are responsible for developing organization-wide best practices for IT security.

Analysts, who compile and analyze data from a period or after a breach. A security analyst
is responsible for monitoring, analyzing and responding to security issues. They
investigate attacks with other team members once they have been detected. SOC analysts
are on the front line of cyber defense, detecting and responding to cyber attacks as they
happen. They need to watch the protected network and respond to threats and events

Incident responders, who are responsible for responding to security incidents. Incident
responders are responsible for responding to security incidents. They are the first line of
defense against immediate and ongoing cyber threats from a variety of sources. They work
to contain and mitigate the impact of security incidents and restore normal business
operations as quickly as possible.

Threat hunters, who proactively search for threats that may have evaded detection by
other security tools
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SIEM, SOAR, Big Data

Real-time Monitoring

Event Data: App.,
Cloud, OT Logs

Analytics & & B

Trending & Correlation
Analysts

Host Sensors Alerts,
Telemetry

Context

Network Sensors

Alerts, Telemetry Detections

Threat Intel 10Cs, \ Incident Tracking, Case Management, Automation
Reporting

Malware Repository CyberFTQQLeO?islntel &
Asset & Vuln Data
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Scans, Inventory _ _ Composite Asset
Artifact Analysis Tools Inventory
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Team Certifications " PROCAIN
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Certified Information

C|SA Systems Auditor®
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An ISACA® Certification

Certified Data Privacy
CDPSE Solutions Engineer.

An ISACK Certification
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Detect. Prevent. Prevail.
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